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Abstract

Today, with the expansion of multimedia communications, computer networks, and the distribution
of information on the Internet, maintaining the security of information exchanged through insecure
channels has become an important and essential issue in data communication. One way to protect
the information in passive defense is to encrypt data so that people can communicate securely on a
secure channel while maintaining their privacy and data authenticity. Because color image data has
certain features compared to traditional data such as text and binary data, special algorithms are
needed to encrypt digital images to maintain the efficiency, security, and speed of encryption. The
present study provides a way to encrypt digital images using reversible cell automation and chaotic
mapping. The basis for encrypting the proposed method is the use of the concepts of Shannon’s
confusion and diffusion technique, which takes place in two main stages. In the first step, the plain
image is received as input, then it is permuted using the 3D chaotic map by using suitable key. In
the second step, the cipher image from the previous step are extracted to 24 one-bit plates image and
XOR by suitable 2D reversible cell automata. The proposed method will be compared with several
cryptographic methods and has good outperform results.

Keywords: Color image encryption, reversible cellular automata, permutation, diffusion,
confusion, chaotic map.
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1. Introduction

Today, with the spread of computer networks for a variety of purposes, extensive changes have
taken place in the way we work and live. This means that individuals and organizations make their
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data available to others by connecting to the World Wide Web. That’s why information security
is so important. Ensuring that people do not access information is one of the most important
pillars of information security on the Internet. So far, various solutions have been proposed for
information security, including restrictions on the use of the Internet, the use of security tools, and
data encryption. In the meantime, cryptography is very important and has been used for various
purposes. One of the most common ways to protect information is to encrypt it. Encryption is the
knowledge of changing the information sent using the password key and a password algorithm so
that only the person who knows the key and the algorithm can extract the original information from
the password information and the person who does not know one or both of them, Cannot access
information. The use of cryptography has a long and historical history. Before the information
age, most information encryption users were governments, especially military users. The history of
information encryption dates back to the Roman Empire. Today, most computer encryption methods
and models are used in connection with computers. Access to information that does not have any
scientific cryptographic methods and is normally stored or exchanged through computer networks will
be easily done by unauthorized persons and without the need for special expertise, so data encryption
Due to recent developments, new developments, and algorithms have been designed for this purpose.
Recently, with the growth of digital image transmission over the Internet, communication channels
need to be secure enough and not attacked by hackers, so maintaining security and verifying images
is becoming increasingly important. But implementing cryptographic methods for visual data is a
challenge compared to text messaging. Image data is not securely encrypted by classic text encryption
algorithms such as RSA and DES due to features such as bulk, large additions, and high correlation
between image points, especially in real-time applications, especially in real-time applications [, [10,
13]. Another of these algorithms is their key length, which due to the volume of encrypted data,
the use of limited length keys makes the method vulnerable to encrypted text attacks. To overcome
these problems, many people have come up with new ways to encrypt images.

Recently, various image encryption techniques have been proposed that use the concepts of dis-
placement and propagation to provide resistance to the known functions of the image. Extremely
high parallelism is used as a tool for rapid computations in system simulation as well as computa-
tional tasks such as image processing and image encryption. Today, cellular automation is considered
to be a structure that has the potential to perform complex tasks and performs these calculations
very efficiently.

In this research, we examine the cryptography of images by proposing a method based on the
concept of confusion, diffusion, and the use of cellular automata. In the second section of this study,
the theory of cellular automata is presented. In the third section, the concepts of the 3D modular
chaotic map are described. In the fourth section, the proposed method is described. The results of
the evaluation of the proposed method will be reviewed in Chapter fifth. The final section of the
dissertation outlines future conclusions and suggestions.

2. Cellular automata

Cellular automata (CA) [14] is a useful mathematic model for physical, biological, and computa-
tional systems. The discrete characteristic of CA is that simple fundamental rules of it can effort very
proficiently by composite activities which can be used to develop CA-based encryptions. Cellular
automata is a mathematical model of a scheme, with an open system by discrete inputs and outputs.
It represents the sequential behavior of several interconnected cells which are organized consistently,
each with a finite set of likely values. A CA evolves in discrete time steps and the value engaged by
a specific cell (local state) is affected by the cell values in its nearest neighbors on the previous time
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step, affording to a function known as the CA rule. Elementary CA is the simplest case, which is a
linear array of cells, with three neighborhood dependencies, and the state of each the cell is 0 or 1.
S! denotes the state of the ith cell at time t, and f is a Boolean state function that specifies the local
rule, a new state is produced as [6]:

SE—H = f(Sf—lv Sf? Sf—&-l) (21)

The set of local rules for the time evolution of a 1D CA has been coded by Wolfram [14]. An example
of Wolfram’s notation for CA rules is given in Table m The neighborhood is composed of 3 cells.
This makes n = 23 possible configurations of that neighborhood. This means that the total number
of rules of ECA is 256 [f].

Table 1: Elementary rule 90 [14]
Neighborhood | 111 | 110 | 101 | 100 | 011 | 010 | 001 | 000 | No.
Next state 0 1 0 1 1 0 1 0 90

3. The 3D chaotic map

To overcome security attacks challenges on the transmission of digital images through network
and internet, from the past few years, image encryption schemes are widely used the chaos to per-
form encryption and decryption operation [9]. Chaotic maps have certain prominent features like
“sensitivity to initial conditions”, “ergodicity”, “pseudo-random property”, “non-periodicity”, etc.
[, 5]. In terms of speed, security, and complexity, the chaotic map based encryption methods pro-
vide excellent performance as compared to the standard encryption techniques [9]. Chaotic maps
for encryption are divided into reversible and non-reversible. For example, the logistic map and
Arnold cat map are non-reversible and reversible respectively. Usually reversible chaotic maps are
used for permutation operations in cryptography. In encryption, some chaotic maps extend from
continuous-time to discrete-time. In this study, reversible and discrete chaotic maps are used to per-
mutation operations in the image cryptography. This reversible and discrete chaotic map is defined
by equation (@) and it’s called 3D modular chaotic map (3DMCM)]2, 3].

Tyl a b c T
Ymii| = |d e f| X |Ym | modn (3.1)
Zm+1 g h i ~m

In equation (El!) A is a residue matrix of 3 x 3 that its elements belong to Z,,. 3DMCM is reversible
if ged(|Al,n) = 1 and its multiplicative inverse is defined by

-1

T, a b c f——
Yn| = |d e f X | Ym+1 | mod n (3:2)
Zm g h i Zm41

Where A™! is the inverse of the residue matrix A. The residue matrix A is reversible if it satisfies
in the equation gcd(|A|,n) = 1. In this case, the inverse matrix A~! is calculated using equation
At = (JAI™' x CT)mod n and the extended Euclidean algorithm [2, 3].
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4. The proposed encryption method

The proposed method for encrypting digital color images is based on the concepts of the 3D
chaotic map, and the use of cellular automation. The general procedure in chaotic systems is based
on permutated the pixels and changing the values of the pixels, which also uses the concepts of
confusion and diffusion in image encryption. Displacement or permutation using the 3D chaotic map
is the important type of confusion property that only changes the location of the image pixels in
each sub-image, and substitution is a specific mode of propagation that changes the gray level values
of the RGB pixels CA rules. In the proposed method, image encryption is performed during two
stages or the main process of permutation and diffusion, according to the block diagram presented
in Figure [ll. Each encryption operation has a reverse encryption process, i.e. decryption.

Reversa Rewverse
Permutation Diffusion
Process Process

Figure 1: The general proposed color image encryption and decryption

4.1. Permutation process

The first step in the proposed method is the permutation process. The goal of this step is to
eliminate the strong correlation between adjacent pixels in the plain or unencrypted image, while
the level (intensity) of the histogram remains at the same level as the plain image, and at the end
of this stage, the original image becomes an incomprehensible or randomize like image. In this step,
according to Figure ﬁ, a color digital image is selected as the input of the permutation process without
any limitation on its size. First, the image is divided into three red, green, and blue components,
next to the 3D chaotic map based on equation (B.1)), which is based on the discrete chaotic map, is
applied to the red, green, and blue components to permute the pixels.

HainImage

Figure 2: The permutation process using the 3D chaotic map
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4.2. Diffusion Process

The second step of the proposed method is the diffusion process, in which the gray level of the
image pixels is altered. As shown in Figure B, in this step, the input color image is first broken
down into three separate components, red or R, green or G, and blue or B components, and each
component is converted into 8 one-bit binary images. Each RGB component is broken down into 8
1-bit plate images. Due to the operation of separating the bit surface, this method, while simple,
has high complexity.

Cipher Image

Figure 3: The diffusion process using cellular automata

On the other hand, using the rules of Wolfram cellular automata, binary images of cellular
automata are available, which are used as special keys generated by Wolfram cellular automatics
for diffusion on 24 binary image plates, and each binary plate image is XOR by 2D Wolfram key
and result combat to give the encrypted color image. After performing the XOR operation on the
binary plate images, first the binary image plates will be combining to obtained three red, green,
and blue components, then these components will be combined, and then the cipher color image will
be obtained. Figure E shows some 2D Wolfram cellular automata used in the diffusion process.

5. Experimental results

In the present study, MATLAB software has been used to run the proposed encryption and
decryption process on the digital color image by the system with 2.60GHz CPU specifications, 16GB
of RAM, and Windows 10 operating system.

5.1. Histogram analysis

The histogram shows how the pixels are distributed on the gray level [].The histogram shows
how many pixels of the image are on each gray level from 0 to 255. Gray level distribution is one of
the most important features of any image encryption system [[11].Histogram analysis of the original
and encrypted images is a test method for the encrypted image. A good encryption algorithm should
mixture the image so that its visual features are not easily recognizable. Also, by comparing the
cipher image with the plain image, no information should be observed in the cipher image, even
after extreme changes in the brightness of the pixels of the plain image, the plain image, and the
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Figure 4: 2D Wolfram cellular automata [@]

cipher image should be visually distinct. It is worth noting that since the result of the visual test
is different for different viewers, it cannot be considered scientifically valid, so histogram analysis is
used. Histogram analysis describes how the pixels in the image are distributed using the number of
observations of each light intensity, and to prevent information leakage and statistical attacks, it is
important to ensure that the original image and the encrypted image have no statistical similarity.
The image encryption algorithm should be such that it does not provide any pieces of evidence for
the statistical attack. The histogram shows the number of pixels on each gray level for an image.
In general, the more uniform the hand-held histogram in the proposed algorithm, the less likely it is
that statistical attacks will occur on it. In other words, the relatively uniform distribution of image
histograms can indicate the good quality of the encryption method. The main image histogram of
the Lena is shown in 512 x 512 grayscale and the cryptogram of its encrypted image is shown using
the proposed method in Figure % The examination of the results shows that the histogram of the
cipher image has an almost uniform distribution, which indicates that encryption in the proposed
method has good security.

5.2. Entropy information

The information entropy was first introduced by Shannon in 1949. Shannon identified entropy
as a measure of the amount of information in a source. The concept of entropy is related to the
degree of disorder and uncertainty in a physical system. The entropy of an image’s information can
indicate the distribution of the gray level of that image. For a color image with 256 gray level in
the RGB components, assuming that all gray values are equal, the entropy should be equal to 8.
It can be completely resistant to entropy attacks [].The entropy of an image is an estimate of its
randomness, which is commonly used to measure the sharpness of histogram peaks. Information
entropy is an important indicator of randomness that is calculated by Equation (p.1).

oN-1

Z p(s;)logy —— Z) (5.1)
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Figure 5: Histogram of the plain and the cipher images

Where p(s;) specifies the probability of the symbol s;. For a random source of the 2% symbol, the
entropy must be L. Consider the plain or cipher image with 256 gray level in each component, in the
other word, the pixel data has 2% possible values, the desired entropy of the cipher image should be
8. The entropy information of proposed RGB cipher components are equal to 7.994, 7.993, 7.992.

5.8. Sensitivity analysis

A good encryption system must be sensitive to the key and image. So in this section, we test
the sensitivity to the key using two indicators: NPCR, or the rate of change in the number of pixels,
and UACI, or the intensity of change by the unit. UACI and NCPR evaluation criteria are standard
expectations for calculating the similarity of the two images. The more these two, the better the
encryption algorithm. These two indicators are defined according to the following equations [H, B, ]

>y D1, j)

NCPR =
CPR o

x 100 (5.2)

UACT == ﬁ X [Z le1(i, j) — c2(z‘,j)]] x 100 (5.3)

Where ¢; and ¢, are two cipher images with same size W x H. D(i, j) is a binary image if ¢, (7, j) #
c2(1,7) then D(i,j) =1 else D(i,5) = 0 The NCPR and UACI of the proposed method are equal to
99.56% and 34.45% respectively.

5.4. Adjacency pizels correlation analysis

The adjacency pixels correlation coefficient is one of the evaluation criteria in statistical analysis.
The lower the correlation of neighboring pixels in the encrypted image, the better the performance
of the algorithm. The following equation is used to study the correlation of pixels in horizontal,
vertical, and diagonal directions.

S Cov(z,y) (5.4)
" V/D()y/D(y)
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Covla,y) = (e = Ba)) i — B)) (5.5)
B@) =5 Yw Bw)= 5w 56)

1 & 1 &
:NZ:: (x)) :NZ: E(y)) (5.7)

Figure H shows the pixels adjacency correlation of red, green and blue spectrums of plain and cipher
images
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Figure 6: The pixels adjacency correlation of red, green and blue spectrums of plain and cipher images

6. Conclusion

Maintaining security and ensuring the accuracy of images in the computer world is essential,
because the images that are transmitted may have military, commercial, medical, and other uses.
Encryption can be a way to prevent unauthorized access to images. But video data has a large
volume and high correlation between high points, and their encryption with traditional methods
is inefficient and time-consuming. Sometimes, images such as colorlessness, image uniformity, and
data compression are required for image transfer. It is very difficult to meet these needs when
combined with security needs. The present study examines digital color image encryption using
cellular automation and the 3D modular chaotic map, which also uses permutation and diffusion to
improve standard metrics. The general process of the proposed method includes permutation and
diffusion steps. Due to the intrinsic properties of cellular automata such as simple structure, random
operation, complex behavior, and highly ambiguous parallelization, it can be used as a useful tool
for encrypting digital images well and with high quality by combining other tests.
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