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Abstract

Scaling makes digital circuits highly vulnerable to faults, hence, fault detection and correction in
digital systems is crucial. This problem becomes more serious when the complexity and frequency of
the system on a chip increase in order to achieve higher performance. Addition is one of the funda-
mental mathematical operators, which is also the basis of many other operations such as subtraction,
multiplication, and addressing. Therefore, designing a fault-tolerant adder is a hot topic in VLSI
circuits. In such circuits, the important issue of detecting and correcting multiple faults while using
few hardware resources is of high interest from the aspect of circuit design optimization. In this
paper, a fast adder is used, and the ability to detect and correct multiple errors is supplemented. In
the proposed architecture, a self-testing full adder is designed based on multiplexers, and then this
full adder is incorporated to design a self-testing multi-bit fast adder. Furthermore, a self-correcting
full adder is designed using redundancy, and then this full adder is applied to design a self-correcting
multi-bit fast adder. The syntheses and simulations of the proposed adders are performed for 8, 16,
32, and 64 bits. The obtained results show that the proposed adders outperform recent works in
terms of the used hardware resources and the multiple faults detection and correction capability.

Keywords: Fast Adder, Fault-tolerant Adder, Self-testing Adder, Self-correcting Adder, Soft
Fault, Multiple Faults.

1. Introduction

The probability of occurring faults in electronic circuits and components is always non-zero [10].
Designing circuits with the ability to detect and correct faults is of great importance for improving the
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reliability of different systems such as aircraft apparatus, biomedical devices, and satellites working in
remote harsh environmental conditions [I]. In addition, fault-detecting and fault-correcting systems
are required in Nano-electronic circuits, which are exposed to external interference like cosmic rays
[14]. Therefore, the capability of detecting and correcting faults is considered as a priority for future
electronic technologies.

In VLSI systems, faults are divided into two categories: soft faults (transient) and hard faults
(permanent). Transient faults are caused by transient environmental factors such as cosmic rays
and electromagnetic interferences. They may cause sudden changes in memory elements. Permanent
faults are caused by changes in the structure of circuit elements [9]. If in a circuit just one transient
fault or permanent fault occurs, then the circuit will have a single fault; otherwise, the circuit will
have multiple faults.

As adders are key elements in digital systems, their optimization has become the target of many
researches [I7]. Accordingly, fault detection and correction approaches in order to improve the adder
design in terms of speed, power, and area have been considered by many researchers. A circuit with
the ability to detect and correct faults should do two tasks: 1- fault detection, 2- fault correction,
and an efficient one should do these two tasks with minimum impact on the adder performance [19]
and size.

Systems with the ability of fault detection and correction are typically based on the concept of
redundancy. However, in general, the following techniques are applied at circuit level for fault
detecting and correcting adders in VLSI design [15]

a) Multi-version method: in multi-version methods such as double modular redundancy (DMR),
triple modular redundancy (TMR), and 5 modular redundancy (5MR), the structure of the
circuit is repeated in several similar versions, and the inputs of the circuit are applied to all
its versions. The outputs of these versions are compared with each other using a voting circuit
[[3]-[2]], so that the highest voted output is chosen as the final output [13].

b) Self-checking logic structure: a faultless circuit generates a sequence of outputs corresponding
to an input sequence. However, in a faulty circuit, the output sequence is invalid. Self-
checking logic structures detect faults by comparing the produced output sequence with the
input sequence that should be in correspondence with each other. Then, they correct the found
faults by some redundant hardware. Currently, most of the researches are done based on this
technique, as it uses fewer hardware resources than other methods. For example in [§], the
Ripple carry (RC) adder and the Perfix Kogge-stone adder were combined in such a way to
settle a trade-off between the computational speed and the used hardware. Then, using TMR
redundancy in RC adder made the adder circuit fault-tolerant. In [18], the fault detection was
performed using Parity Prediction and the fault correction was done by TMR in the Carry
Tree part. In [1], using the input-output relationship made the full adder fault-tolerant, and
then this full adder is applied in the Carry Select (CS) full adder.

c) Array structures: in this method, the adder circuit is divided into some similar blocks called
array structures. When a fault occurs in a block, the faulty block is replaced by a redundant
block. For example in [I1I], RC and CS adders became fault-tolerant by using iterative logic
array (RLA). This approach creates redundant blocks along with array blocks, to replace faulty
blocks with redundant ones through multiplexers. In [15], fault-tolerant systems inspire from
unicellular creatures such as bacteria and bacterial colonies to develop electrical systems with
the ability to correct faults. In this approach, the components of the circuit are addressed into
their smallest component called cell. When a fault occurs in a cell, this faulty cell is replaced
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by a similar redundant cell using a suitable addressing mechanism.

In this paper, a fast adder circuit with the ability to detect and correct multiple faults is presented.
At first, a self-testing self-correcting fast full adder is designed with the ability to detect and correct
multiple faults using fewer hardware resources than other schemes. Then this full adder is applied
in a multi-bit fast adder to build an adder capable of detecting and correcting multiple faults.

The rest of the paper is organized as follow: section introduces the multi-bit fast adder [I7] which is
the basis of the next fault tolerant designs. The designed self-testing full adder and self-testing multi-
bit fast adder are presented in section [3] and [4] respectively. Section [j] explains the multiple faults
detecting self-correcting full adder. Section [6] describes the multiple faults detecting self-correcting
multi-bit fast adder. Finally, the paper is concluded in section

2. Multi-bit Fast Adder

A recently proposed multi-bit fast adder [17] is selected as the basis for the next fault-tolerant designs.
A brief description of this fast adder is put forth in the following. Consider the circuit of a full adder
at gate level in figure [I] If this circuit is applied to a 4-bit RC adder, the circuit shown in figure [2] is
obtained.

e ) —

cin 1

couT

Figure 1: Full adder in gate level [4]

Figure 2: Generating carry out for 4-bit RC adder based on [4]

According to this circuit, the time required for calculating C,,; (same C,) carry is equal to the
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computational time of four multiplexers (neglecting X NOR gates). In order to reduce the delay of
the full adder, in [I7] the operation of the adder is reconsidered as follow according to figure

X, = ALXNORB,

X, = A, XNORB, (2.1)
X3 = AsX NORBs

X, = ALXNORB,

Based on these equations, table (1| shows how Cout (same Cy) in figure 2| is calculated. As can be
observed in table [T} in most cases the value of Cout can be calculated according to just inputs. To be
more exact, only one case out of sixteen cases of table|[l|requires also Cin to be known for calculating
Cout. Based on table[l] the circuit shown in figure [3 can calculate Cout [17].

Table 1: The truth table for calculating the fourth carry bit of a 4-bit RC adder [17].

Cout X, X5 X5 Xy
Ay Oorl Oor1l Oor1l 1
As Oorl Oorl 1 0
A, Oor1l 1 0 0
Ay 1 0 0 0
Cin 0 0 0 0

Figure 3: Circuit for calculating the fourth carry bit [17].

In the circuit shown in figurd3] the maximum computational time is equal to the computational time
of three multiplexers. This time reduces to that of four multiplexers for an 8-bit adder, as shown in

figuredl
The upper block in figure [4] is the circuit producing the output carries of the first 4 bits which is the
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Figure 4: Circuit for calculating the eighth carry bit [17].

same as the circuit shown in figure [3, and it contains the input carry. While the bottom block in this
figure is the circuit generating the output carry of the second 4 bits which is the same as the circuit
shown in figure 5, and it has no input carry. Taking these two blocks together, the circuit generating
the eighth bit carry is achieved. Similarly, the sixteenth bit carry with a maximum logic length of
five multiplexers can be obtained. This procedure can be generalized to be applied to higher-bit
adders. Using the circuit generating the fourth, eighth, and higher carry bits, it is possible to design

Ag 1 As | 1

Xg
1 1
X5 —»
X
7 0 XG

Xs

A;

Xg

Figure 5: Circuit for calculating output carry of the second 4 bits used in the eighth bit carry producing circuit [17].

higher-bit fast adders. The design paradigm of these adders is shown in figure [6] as a block diagram.
Figure [f] shows 16-bit adder [17] in which upper blocks are 4-bit RC adders and bottom blocks are
the carry producing circuit as figure[d] Thus, the carry calculation process is speeded up by reducing
the logic length.
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Figure 6: Block diagram of 16-bit fast adder[17].

3. Proposed Self-testing Full Adder

One main challenge regarding the design of fault-detecting and fault-correcting adders is the huge
amount of used hardware resources. In the following, some circuits are proposed to tackle with this
challenge with more suitable solutions. Table [2| shows the truth table of a full adder. As can be

Table 2: The truth table of a full adder

A B C; S Cout
0 0 0 0 0
0 0 1 1 0
0 1 0 1 0
0 1 1 0 1
1 0 0 1 0
1 0 1 0 1
1 1 0 0 1
1 1 1 1 1

observed from table 2] only in the first and last cases, C,,; and S outputs and are the same, while
in other cases they are complements. According to this, a circuit is proposed which does not change
Cout in the first and last cases, but in other cases produces the complement of C,,;. The proposed
circuit should have these two characteristics:

(1) The circuit inputs should be the same as the adder inputs.

(2) The calculation paths for S and C,,; should be independent. This way, if a fault occurs in
calculating S, it does not affect C,,; and vice versa.
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First, we assume that calculation paths for S and C,,; are independent. The following equations are
obtained according to table

Zf Cout =S = Error =5 XNOR Cout (31)
if Cow #S = Error =S XNOR C,,

The conditions held for these equations can be considered as follow:

if A XNOR B=0= Error =S5 XNOR C,, (3.3)
if A XNOR B=0 & B XNOR Cj, =0= Error =S XNOR C,, (3.4)
if A XNOR B=0 & B XNOR Cj;, =1= Error =5 XNOR C, (3.5)

Until the Error signal is equal to 1, the circuit is faultless. Once, the Error signal becomes zero,
it indicates a fault in the circuit. Using these equations, the self-testing full adder circuit shown in
figure [7] is obtained.

S

C out

[N ) S — S
=2 =)

Figure 7: Proposed circuit for fault detection in full adder circuit

If the circuit shown in figure [7|is applied to the full adder of figure (1] [4], the circuit shown in ﬁgur

is obtained.
A
Bj) - )) s

C out

N
2 £

Figure 8: Proposed circuit for fault detection in the full adder of [4]

As seen in figure [§ the A XNOR B gate for calculating C,,; is the same as this gate in detection
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part. This way, not only the number of used gates decreases, but also the calculation paths for C,,;
and S are independent. If the circuit of a self-testing full adder is considered as a cell, then figure [J]
shows this cell.

rr g
The proposed self-test full adder

Lol

Error Cou S

Figure 9: Proposed self-testing full adder cell

Table |3| compares the proposed self-testing full adder with other adders in terms of the number of
used transistors. This table contains both the standard full adder with 28 transistors and the full
adder of [I6] with 10 transistors. The multiplexers used in these schemes are made up of 2 and 6
transistors.

Table 3: Comparison of the proposed full adder with other adders in terms of the number of used transistors

Number of fault tolerant transistors | The percent of overhead redundancy
FA 28T FA 28T FA 28T FA 28T
FA 10T FA 10T
Mux 2T Mux 6T Mux 2T Mux 6T
Proposed scheme 28 46 56 %180 %64 %100
DMR 34 70 70 %240 %150 %150
[14] 34 58 o8 %240 %107 %107
[18] 40 - - %300 - -
[19] - 48 o8 - %71 %107

As can be seen in table [3, the proposed scheme uses fewer hardware resources than other schemes,
which indicates the efficiency of the proposed scheme.

4. Proposed Self-testing Multi-bit Fast Adder

The proposed self-testing full adder block is used in the multi-bit fast adder to make it a self-testing
multi-bit fast adder. This means that the 4-bit block contains four full adders and the circuit for
generating the fourth carry bit. The self-testing circuit is as figure

As can be observed in figure [10] for creating a self-testing carry generation circuit, the carry of the
fourth full adder (FA) block is used, and then the XNOR gate is applied for fault detection.
This approach has a little effect on the speed of the proposed fast adder. The fast adder performs
its routine operations, and, after adding, it just detects the faulty block. This issue is completely
different in fault correction. Since, in fault correction, once a fault is detected it should be corrected
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Figure 10: Self-testing block for 4-bit fast adder

immediately, which in turn slows down the addition. To tackle with this problem, we can use TMR
approach in the carry generation unit of the 4-bit block not to reduce the speed of the fast adder.
However, this leads to the increased hardware resources. We investigate this issue in more details in
fault correction section.

5. Proposed Multiple Faults Self-correcting Full Adder

After fault detection, the fault should be corrected so that the circuit returns to its normal mode.
Fault correction is always accompanied with redundancy, i.e. if a block is faulty, it should be replaced
by its corresponding redundant block. We use this technique in the proposed circuit, i.e. a control
circuit replaces the faulty block with its corresponding redundant block.

Consider the proposed self-testing full adder in section 4 In this section, a redundancy-based struc-
ture is proposed to make the full adder, self-correcting. The proposed self-correcting full adder is
shown in figure

S3
0 C3 second redundancy of self-test full adder
S correct 0
1 _l h)
1 (o)) first redundancy of self-test full adder
[=5]
51
C1 main self-test full adder
=21
0
C correct
1

Figure 11: Proposed multiple faults self-correcting full adder

As can be seen in figure when the circuit is faultless, (e; and ey are equal to 1), then the main
self-testing full adder outputs its results. If the main block is faulty, then signal e; becomes zero and
the main block is replaced by the first redundant block. If the main block and the first redundant
block both become faulty, then e; becomes zero and the second redundant block enters the circuit.
Therefore, the circuit of figure [11] has the ability to correct dual faults. One of the advantages of the
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proposed circuit in figure [10| over other dual faults self-correcting circuits is its very compact voting
circuit using few hardware resources.
Table |4] shows the comparison of the proposed self-correcting full adder with other adders. This
table contains both the standard full adder with 28 transistors and the full adder of [I6] with 10
transistors. The multiplexers used in these schemes are made up of 2 and 6 transistors.

As can be seen in table [d] the proposed adder circuit outperforms other adders.

Table 4: Comparison of the proposed full adder with other adders in terms of the number of used transistors

Number of fault tolerant transistors | Percent of dual faults correction area
FA 28T FA 28T FA 28T FA 28T
FA 10T FA 10T
Mux 2T Mux 6T Mux 2T Mux 6T
Proposed scheme 74 128 164 %89 %94 %85
5MR 210 300 300 %23 %46 %46
[20] 104 131 170 %14 %32 %24

6. Proposed Multiple Faults Self-correcting Multi-bit Fast Adder

The proposed self-correcting full adder is used in the multi-bit fast adder to make it capable of
correcting multiple faults. The TMR approach is applied to make the fourth bit carry generation
circuit self-correcting. Figure [12| shows the self-correcting circuit for generating the fourth carry bit
of the fast adder. The voting circuit is obtained from [2].

Crew correct ﬁ

Cnewl

ECnew

Cnew?

4-bit carry generation circuit—first redundancy

CnewE

4-bit carry generation circuit — second
redundancy

NN

4-bit carry generation circuit — third

redundancy

Figure 12: TMR approach for self-correcting fourth carry bit generation circuit

Using circuits shown in figure [I1] and figure the multi-bit fast adders with the ability to correct

multiple faults are designed as depicted clearly in figure
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Figure 13: 4-bit fast adder block with the ability to correct multiple faults

7. Simulations and Syntheses

All the proposed circuits are simulated in ModelSim V6.3. When the circuit is faulty, multiple faults

are corrected properly. The syntheses of the proposed circuits for 8, 16, 32, and 64 bits are done in

linux and by Synopsys Design compiler software C-2009.06-SP5 version.

Table |5 shows the syntheses results of the multi-bit fast adder without fault tolerance, self-testing

multi-bit fast adder, and self-correcting multi-bit fast adder respectively for 8, 16, 32, and 64 bits.
Table [6] shows number of transistor for proposed self-testing multi-bit fast adder with DMR design.

Table 5: Comparison of non-fault-tolerant multi-bit fast adder, self-testing multi-bit fast adder, and self-correcting
multi-bit fast adder in terms of delay, area, and power consumption

Adder type 8-bit adder 16-bit adder 32-bit adder 64-bit adder
power Critical power Critical power Critical power Critical
(mW) area Path (mW) area Path (mW) area Path (mW) area Path
Length Length Length Length
Non-fault 4.54 15091 0.94 6.29 35043 2.24 9.97 69900 4.56 13.63 142813 9.32
tolerant
fast adder
Self-testing 10.90 41739 2.78 11.86 87578 5.70 16.70 175157 11.64 22.66 338049 22.76
fast adder
Self 23.01 131591 8.03 27.12 254507 16.19 33.13 507478 33.23 58.41 986008 65.02
-correcting
fast adder

Table [7] also shows the number of transistors used in the proposed self- correcting adder with the
TMR and 5MR design. table [§ and [9] also show percentage of area correction self-testing and self-
correcting adder based on the number of transistors. The percentage of area correction is calculated
according to the number of transistors, in that the number of transistors in part of the circuit that
is capable of correcting the fault is divided into all transistors of the circuit.
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Table 6: Comparison of proposed self-testing adder and DMR design in term of number of transistor

8bit | 16bit | 32bit
Proposed non-fault- | 96 240 | 480
tolerant fast adder

Proposed Self- 244 | 544 | 1072

testing fast adder
DMR 308 | 700 | 1400

Table 7: Comparison of proposed self- correcting adder, TMR and 5MR designs in term of number of transistor

8bit | 16bit | 32bit

Proposed Self- 646 | 1408 | 2816
-correcting fast adder

TMR 778 | 1712 | 3424

5MR 1888 | 4096 | 8192

Table 8: Comparison of proposed self-testing adder and DMR design in term of percentage of area correction

8bit | 16bit | 32bit
Proposed Self- | 98 % | 93 % | 93 %

testing fast adder
DMR 62 % | 62 % | 62 %

Table 9: Comparison of proposed self- correcting adder, TMR and 5MR designs in term of percentage of area
correction

8bit | 16bit | 32bit
Proposed Self- 89 % | 87 % | 87 %
correcting fast adder
TMR 38% | 38% | 38%

5MR 25 % [ 27 % | 27 %

The probability of multiple fault correction for proposed self-correcting adder, TMR and 5MR designs
evaluated And shown in tables [[0] and [l

Table 10: probability of multiple fault correction for proposed self-correcting adder

probability of multiple | 8bit | 16bit | 32bit
fault correction

1 fault 89 % | 87 % | 87 %
2 fault 79 % | 66 % | 656 %
3 fault 58 % | 50 % | 49 %
4 fault 46 % | 38 % | 37 %

5 fault 37 % 1 29% | 28 %
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Table 11: probability of multiple fault correction for proposed self-correcting adder

probability of multiple | 8bit 16bit 32bit
fault correction
1 fault in TMR 38 % 38 % 38 %
2 fault in TMR 5% 5% 5%
3 fault in TMR 0 0 0
1 fault in 5SMR 25 % 27 % 27 %
2 fault in 5MR 6.25 % | 7.29 % | 7.29 %
3 fault in 5SMR 0 0 0

8. Conclusion

In this paper, a self-testing self-correcting fast adder was presented. Due to the importance of the
used hardware and the ability to detect and correct multiple faults in fault-tolerant schemes, these
two criteria were considered to compare the proposed adders with other similar adders. The obtained
simulation results indicate the superior performance of the proposed schemes than others.
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