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Abstract

Using the Internet of Things technology, it will be possible to control the smart devices and appliances in a smart home.
In this paper, the policies and concerns of users of smart devices and devices in homes and the factors that threaten
privacy and access control in the Internet of Things are identified. In order to prevent the factors that cause these
limitations, a non-linear model with its application in the smart home is presented. It is also investigated at which
stage access to the Internet of Things weakens the security of smart homes and attacks by hackers. The independent
variable of this research is the safe design of the smart home, and the variables of speed, time, usefulness, efficiency,
ease of use, usability and security are dependent variables. The emphasis of this paper is on the use of blockchain
technology to store the security rules in the form of a script inside the blockchain and the security rules are not
concentrated in one place. Finally, a non-linear model is presented that can cover some of the security disadvantages
of using the Internet of Things in smart homes and increase the security of the smart home.
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1 Introduction

The Internet of Things is one of the new technologies in the current era, and after its widespread use, the issue of its
security and confidentiality has attracted a lot of attention and has become a controversial issue in this field. Protecting
the Internet of Things is a complex and difficult activity because the Internet of Things requires confidentiality,
integrity, authentication, access control, privacy and trust among users in this area in a precise manner. Today,
most of the advanced countries have invested the necessary financial resources and human resources for research and
development on the home security system with Internet of Things technology. One of the important goals of smart
homes is to establish more control and smart security in a house or even a large building. In fact, by using the Internet
of Things, it is possible to control the devices and smart devices in a smart home, and in this way, it will be possible
to establish better security in the smart home. A smart home is a home or a technology-compliant environment
that allows all home appliances and household electrical appliances to provide remote control to users by connecting
to the Internet and other communication platforms [10]. There have been many advancements in technology as a
result of which sensors, processors, transmitters, receivers etc. are now available at very cheap rates. Therefore, this
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equipment can be used in daily life [21]. The Internet of Things is a new technological thought process in which every
physical object or object is connected to the Internet for a better quality of life in society [9]. Most companies are
designing, developing and deploying smart objects and smart homes. Now and in the future in all smart homes, there
will be computing, communication, monitoring and power control even over people [4]. The Internet of Things is a
reliable technology for improving the quality of life in smart homes, which can appear through the provision of various
automatic, interactive and convenient services [20].

Using the Internet of Things technology, it will be possible to control the smart devices and appliances in a smart
home. In this article, the policies and concerns of users of smart devices and devices in homes and the factors that
threaten privacy and access control in the Internet of Things are identified. In order to prevent the factors that cause
these limitations, a non-linear model with its application in the smart home is presented. It is also investigated at
which stage access to the Internet of Things weakens the security of smart homes and attackers’ attacks on them.
The independent variable of this research is the safe design of the smart home, and the variables of speed, time,
usefulness, efficiency, ease of use, usability and security are dependent variables. The emphasis of this paper is on the
use of blockchain technology to store the security rules in the form of a script inside the blockchain and the security
rules are not concentrated in one place. Finally, a non-linear model is presented that can cover some of the security
disadvantages of using the Internet of Things in smart homes and increase the security of the smart home.

2 Challenges of Internet of Things for Application in Smart Home

Security in the Internet of Things can be considered the most important challenge for the development of this
technology. In this regard, various standards are being presented, but still the security threats and requirements of
the Internet of Things and even its risks have not been well identified and analyzed. Two important factors of static
and centralization are the problems of access control policy. In fact, many of the access control solutions proposed to
date lead to unauthorized access and control of devices by collecting and analyzing user data for centralized entities.
Unauthorized access control of devices may cause ethical problems and privacy violations, so it is necessary that the
access control policy be studied and reviewed more carefully to increase security. The use of Internet of Things in
smart homes faces challenges as shown in Table 1.

Vulnerabilities in the Internet of Things and smart home cause various threats. Some of these threats are presented
in Table 2 based on the research done. The reasons for the difference between the security of the Internet of Things
and other devices include the following:

1. IoT devices often use slow processors. Most of these devices are driven by batteries. Today’s cryptographic
algorithms require fast computations, so they cannot communicate directly with these devices.

2. IoT devices have limited memory compared to mobile phones and laptops. Conventional security schemes are
not designed for devices with limited memory.

3. IoT devices often use low-speed radio communications. Due to low bandwidth, traditional security plans cannot
be connected to IoT-based systems.

4. Installing security packages on an IoT device may not be feasible because IoT-style operating systems may lack
modules to receive and integrate new codes.

5. IoT mobile devices may connect to the network without prior configuration or may suddenly leave the network.
This kind of sudden change in network topologies affects the performance of existing security programs. As a
result, these designs cannot be applied to the Internet of Things environment.

Next, we will talk about the use of blockchain in the Internet of Things. The interesting feature of blockchain is that
if a series of data is recorded and stored in it, it is not easy to change them. Features of blockchain technology include:
advanced features such as smart contracts and smart home, potential financial applications such as private securities,
internet insurance, applications including the Internet of Things, decentralized information storage, notarizations, and
anti-fraud solutions.

In short, it can be stated that one of the other features of blockchain is that: 1- There is no centralized server. 2-
The data of each node becomes an official report set with other nodes. 3- The data is recorded independently on each
network node. Smart homes should be considered one of the main applications of the Internet of Things. By using this
concept, users can be informed of their status instantly through communication with all types of household appliances
used. For example, if the macro has finished its work, the user will be informed about this through notifications, and
as a result, the productivity in the system will increase.
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Table 1: Challenges of IoT in the field of smart home

Challenge Description Refs.

Privacy Preservation of privacy and related issues such as information security and disclosure of
information and data

[10, 21, 9]

Communications Strength, stability of security and many communication protocols and the heterogeneity
of these communications

[4, 20]

Safety Physical safety of objects, physical access and self-safety capability [12, 2]
Network and se-
curity

Network through communication and the breadth and diversity of communication [18, 14]

Security Maintain security independently [23, 13]
Trust Trust mechanisms [11, 16]
Confidentiality
and encryption

Maintaining confidentiality and related solutions such as encryption and object restric-
tions

[7, 29]

Security of infor-
mation

Maintaining the security of information against the Internet of Things due to the increase
in the volume of information, the multiplicity of objects and heterogeneity

[25, 6]

Naming and iden-
tity management

Authentication of identities, identification and objects and standardization [3, 28]

A large number of
objects

The multiplicity of various objects and communications and the large amount of data
produced and the processing and control of the volume of information and communica-
tions

[31, 19]

Energy consump-
tion

The development of the Internet of Things will increase the consumption of electrical
energy and increase the cost and impact on the environment

[15, 26]

Big data Concerns in the collection, storage and control of data processing due to the increase in
the volume of data and their transfer strategies and the creation of big data.

[1, 22]

The ability of de-
vices and objects
to work with each
other

The establishment of communication and maximum productivity of the Internet of
Things has affected the ability to work with various objects

[24, 8]

Save Storage concerns in the volume of data generated due to the increase in data volume [30, 5]
Heterogeneity of
things

Increasing the number of heterogeneities and the need to establish communication and
different types of data created and manage and process them

[27, 17]

3 Presented Non-Linear Model for Smart Home

To create a new model in the Cisco Packet Tracer software environment, a new project must be created and the
required objects such as washing machines, lights, etc. must be placed on this page. Then all objects are connected
to a switch to connect to the control device. The control device can be a mobile phone or a laptop and is connected
through a wireless network. The design of the created components is according to Figures.

After adding these objects to the simulator environment, all these objects should be addressed like in the real
environment and given a unique number so that they can be placed in the network and can be accessed from different
ways such as mobile phones or tablets, and with Enter the username and password and after authentication, control
the relevant device. To access the data, just go to the desired object and double click on it. For scripting in the
software, you must enter the settings of each object, then select the advanced option and select the programming tab.
You can write scripts in this section. In the simulation, a number of sensors used in a smart home are used. Each of
these sensors is called an object. The implementation of the model is checked in the simulator with the arrangement
of different states and different conditions.
The modes considered in this article are as follows:

First mode: a smart house including a refrigerator, gas stove, TV, heating cooling system, lighting system, fire
extinguishing system, temperature sensor, entrance door lock, window lock and including 8 cameras, i.e. to the rooms,
kitchen, roof and It is the yard.The design of the created components is according to Figure 1. . The second mode:
a three-story smart house, where each floor has smart things like a refrigerator, gas stove, TV, heating cooling system,
lighting system, and each floor has 5 cameras and 5 cameras for the stairs of the floors, and also has a smart lock on
the entrance door. Each floor is the building’s parking lock, and each person has access to their smart objects on each
floor and to the common cameras of the staircases and entrance doors and the building’s parking lot. The design of
the created components is according to Figure 2.

The third mode: It is a two-story residential office building, where the first office floor includes heating cooling
system, lighting system, fire extinguishing system, audio system and indoor cameras. The second floor includes heating
cooling system, lighting system, fire extinguishing system, refrigerator and gas stove and 5 cameras. Each floor has
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Table 2: Challenges of IoT in the field of smart home

No Threat title Ref.

1 Tampering [21, 27]
2 Impersonation [9, 23]
3 Eavesdropping [4, 1]
4 Block Channel and Jamming [12, 19]
5 Traffic Analyzing [2, 19]
6 Denial of service [18, 1]
7 Ransom Ware [23, 1]
8 Fake phone control programs [11, 27]
9 Man in the middle [23, 19]
10 Fake [19, 15]
11 Reconnaissance [19, 26]
12 Malicious Codec [19, 1]
13 Replay [22, 27]
14 Fragmentation [30, 27]
15 Replication [5, 27]

Figure 1: Presented Model

a separate smart door and a common parking door and 5 common cameras outside the building. The design of the
created components is according to Figure 3.

Figure 3: Presented Model

The functions used in the presented model for blockchain and Internet of Things communication are listed in Table
3. Based on the functions of the above table and its commands, programming was done as follows for the intelligent
control of objects on the blockchain platform. The structure of the proposed program is shown in Figure 4.
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Figure 2: Presented Model

Figure 4: Structure of the proposed program

The description of the code presented in Figure 2, which is part of the original model code, follows.

1. First, the camera object is created and then the security policy rules are created for it.

2. A function is defined to publish the smart contract in the blockchain network.

3. The camera access function defines the required variables.

4. The information that is to be exchanged between two users must first be converted into a string, and for this
reason a function is defined to convert the information of the object that is to be accessed into a string.

5. Function definition with the purpose of sending the information in the form of a message to the operation.

6. An access request is sent to the camera from a smartphone.

7. The camera directs the smartphone request to the smart contract to check the access permission.

8. Blockchain implements the smart contract and checks its validity. If the object has access rights according to the
security policy defined in the blockchain, this blockchain is added to the sent transaction and the authentication
process continues. If the object is not allowed to be used according to the security policy, the request is canceled
and this feedback is sent to both the requested object (camera) and the target (smartphone).
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Table 3: Functions used in the presented model

No. Code Explanation Description Command

1 A Applicant How does user want to access the
resources?

2 B Source with purpose Objects that are desired
3 A, B Request Requester A sends an access re-

quest to target or object B
Req (A, B)

4 B, A, S Forwarding Smart
contract

Target B forwards topic A to smart
contract S

SmartContract
(B, A, S)

5 A, B, T Allow access It completes the remaining steps
for access and then allows A to ac-
cess B. It also creates a transaction
T.

GrantAccess (A,
B, T)

6 T Adding Transaction T is added to the
blockchain

AddBC(T)

7 A, B, T Feedback Send feedback information of
transaction T to A and B

feed (A, B, T)

8 B Updating Update the information update (B)
9 A, B, R Reject Denying access from A to B means

that it will reject R’s request from
now on

Reject (A, B, R)

9. The transaction requesting access to the smart object is checked. If the access request to this object has already
been canceled, access is not possible and the entire request is canceled.

10. This access request is cancelled.

11. The feedback of this result is sent to the object and target.

12. The smart contract is updated again with new information.

13. If access to this object is valid, the transaction will be added to the requested blockchain.

14. The feedback of the permission of this access is sent to the object and target.

15. The smart contract is updated with the new information of this transaction

16. If the smart contract is valid, a function is executed that performs other conditions of access to the object, such
as checking the password ID, etc.

The steps of considering the blockchain for the above smart home are mentioned in the form of a flowchart in
Figure 5. Finally, the proposed model was compared with the research of other researchers, which is shown in Table
4.

Table 4: Comparison of the proposed model with the research of other researchers

Researcher Year Access con-
trol model

Usability Flexibility Interoperability Distribution Static

E. Braka 2015 RBAC M M VH NO Yes
Y. Zhu 2014 ABAC M M M NO Yes
G. Zhang 2011 UCON L L L NO Yes
S. Gusmeroi 2013 CAPBAC H H H M Yes
J.E. Kim 2013 XACML L L L H Yes
P. Fremantle 2015 OAUTH H H VH VL Yes
V. Varadharajan 2016 UMA H H L VL Yes
E. Sciancaleore 2017 OAuth-IoT H H VH VL Yes
T. Le 2018 CapChain H L VH H Yes
S. K. Pinjala 2019 DCACI H H VH H Yes
D. Gupta 2020 GCPAC VH VH VH H Yes
Presented model 2023 Presented

model
H H VH H Yes

Symbols: VH=Very High: 5; H=High: 4; M=Medium: 3; L=Low: 2; VL=Very Low: 1; No=Null: 0

As shown in Table 4, the presented model was compared with other researchers’ models from 2011 to 2020. The
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Figure 5: Flowchart of the proposed model

comparison of the results showed that the access control mechanism by following the centralized approach reduces
the process calculations and shows good interoperability. As a result, it provides easy management policies for access
control. A centralized approach to limited smart devices enables costly operations such as evaluating security policies
and verifying external entities, thus reducing process computations. The important point is that such approaches
cannot store access policies, access control lists, and confidential documents such as keys or certificates. Centralized
approaches introduce overhead communication for smart devices that send the access code to an external entity to
make a decision about its approval due to more communication with external entities. Such communication increases
the response time to requests, which is not suitable for time-sensitive fields.

4 Conclusion

In the proposed plan, if there is a problem with the object, by writing and using algorithms in the blockchain,
such problems are recorded in the smart contract in the blockchain, and instant access requests are prevented from
referring to this object. This approach reduces network communication and silence and increases communication and
collaboration in the network.

In the implementation of a plan of a smart house based on the model provided in the Internet of Things simulator
software, it was evaluated to check the characteristics of the availability of objects, the duration of access, the response
of the object to the requester. The response time of objects, flexibility in relation to other objects, timely response,
making changes by the user and other things were investigated. The results showed that features such as distributed-
ness, interoperability, flexibility and changes by the user are in good condition, but things such as responding in time
due to checking the validity of the object in the blockchain and updating the feedback are at a lower level. On the
other hand, distributed approaches are suitable for performing political functions and authentication decisions for IoT
systems and applications because distributed approaches show good scalability.
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